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Top 3 concerns that
Risk Management professionals agree 

IMPENDING TSUNAMI
OF NEW THRE   TS

The threat surface in 2020surface

The rise of potential domino e�ects
from a breach of external suppliers

SUPPLIERS ARE THE #1
SOURCE OF BREACHES

Can’t be trusted to securely 
dispose of your information.

Don’t encrypt data at the 
storage level.

Did not audit their security 
during the past 12 months.

Type of controls Fail Pass

53%

51%

49%

26%

What kinds of controls
are failed and how often?

Are suppliers improving their
security maturity?

users IoT devices

public cloud

wearable
devices

smartphones

exabytes/mo

4B

5.9B

16810
01

200B

$159B

$879M

connected
devices

24B At least 50%
companies will
experience a data
breach caused
by 3rd party
suppliers.

Are cyber 
security incidents 
involving vendors 

increasing?

Will the 
adoption of 

Cloud increase 
3rd party risk?

Will the 
adoption of IoT 

increase 3rd 

party risk?

73% 68% 60%60%

AgreeAgree Agree

Suppliers failed 9% 
more controls in 2015 

than in 2014

No process to manage 
identity or revoke rights.

Long Term 
6 months to 
1+ year

Mid Term 
2 to 6 months

Short Term 
1 - 2 months

Implement Life Cycle 
Vendor Risk 
Management. 
Provide feedback to 
vendors on findings 
& enforce protection 
& compliance. 
Generate metrics 
and define a 
continuous process 
improvement plan.

Require supplier 
evidence that shows 
e�cacy in incident 
response process.
Maintain inventory of 
suppliers, including 
criticalities to core 
processes.
Manage the vendor 
risk profiles.

Review & adhere to 
the Internal 
Procurement Process 
(VMO, CRO).
Assess new suppliers 
to measure the level 
of cyber security 
compliance (CISO, 
CRO).
Improve supplier 
contractual terms to 
include vital security 
requirements. 
(CRO, CISO, VMO).
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About this infographic
We believe that supplier risk management will di�erentiate companies in the digital age. Our 
goal is to raise awareness of the challenges and opportunities ahead and its impact across key 
roles. You can share this infographic today.

Please review the disclaimer at en.softtek.co/tprisk2016-infographic before using it.

Icons rights: Freepik distributed by Flaticon.
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In the event of 
data breach...

73%
of suppliers in the 
value chain won’t 

notify your vendors 

37%
of suppliers 

won’t 
notify you

1000+ Suppliers assessed

200+ Di�erent security controls

200,000+ In total

HOW PREPARED 
ARE YOUR SUPPLIERS

ED

46%
North America

10%

Latin
America

17%

India

4%

Asia
Pacific

23%

Europe &
Middle East

During the past 2 years, we assessed thousands of 
suppliers across 5 continents, and probed them for over 
200,000 controls in total, to get an in-depth view of 

the current state of suppliers’ security practices.

Where are these vendors located?

1 out of every 2 companies 
have experienced a data 
breach caused by their 

vendors, resulting in the 
misuse of confidential and 

sensitive information.

Source of data breaches

41%
59%

Cyber-attack
Your suppliers

Most likely source of a 
data breach that results 

in misuse of confidential 
or sensitive information.

WHO IS CURRENTLY
LEAD1NG SRM?

CIO

CISO

CRO

41%
of organizations lack 
a mature 3rd party 
risk program.2

Nobody
21% of firms

CPO

A shared responsibility and opportunity

CPO

CFO

CISO

CRO

Digital: increasingly the most important risk category
Rise of IoT, social, data-partners place outward focus
Digital disruptions can lead to bankruptcy
Must deal with increased regulations
Opportunity to foster “risk management” as a 
cross-functional business culture, create business 
strategies that are protected and enhanced by IT

Supplier/3rd Party security is #1 concern
Must avoid digital supply chain disruption
Supplier/3rd Party Management increasingly regulated
CPOs opportunity to di�erentiate & optimize value 
chain, increase growth while reduce risk

Supplier could become primary source of breaches
Information is increasingly shared outside firewall
Massive move to SaaS implications
Secure the digital supply chain is key
Rise of the collaborative CISO, enable pragmatic 
cybersecurity plans to support all business objectives

Responsible for addressing legal, operational, 
brand & digital risk to protect the business

Responsible for securing proper governance for 
data sharing with Supplier/3rd party and incident 
management

Responsible for balancing Supplier/3rd Party cost 
and risk

Responsible for managing growth and value

Huge Supplier/3rd Party risk to value: $3M up to 
bankruptcy
Increasingly reporting impact on balance sheet
Reputation damage can cost 20%+ of share price
Lower Supplier/3rd Party Risk = increased profits and 
compliance with laws/regulations

SUPPLIERS FAIL CONTROLS
ACROSS ALMOST ALL
SECURITY DOMAINS

54%
of organizations fall 
short on budget for 
risk management 
tools & technologies 
to mitigate risk.

41%
of organizations lack 
a mature 3rd party 
risk program.

Download 
the report 
here

The State
of Digital
Third-Party
Risk
IN PARTNERS WE TRUST

CO$T AND REPUTATION
DAMAGE EXPLOSION

49%

cost per record 
lost (US).

In some cases, data breaches result in going out
of business.

$221

of companies 
have experienced 

a data breach 
through one of 
their vendors.
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65%

of the supply 
chain disruptions 
lead to reporting 

balance sheet 
impacts.

28%

of companies 
experienced a 
supply chain 

disruption due 
to cyber-attacks.

of organizations 
su�ered 

reputational 
damage as a 

result of a 3rd party 
supplier.

19%

More than half 
of organizations 
su�er damage 

to at least

of its value.
20%

While severity may 
vary, costs start at 
$3M per event and 

can scale up to 
20% of the 

organization value.

$3M 20%

Operations security

Physical &
environmental security

Network security
management

Information security
incident management

Access controls

Cryptography

Get
the report 
here
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